Ipnnoxenne Ne 4

K IOT'OBOPY nucTaHuMOHHOT0 6aHKOBCKOI0
00CJIY’)KUBAHMS C HCNOJIb30BAHMEM

Cucremsl «iBank»

TpedoBanus k o0ecnedyeHNI0 HH(POPMALMOHHOMH 0€30IIACHOCTH NPH
ucnouab3oBanun Cucremol «iBank»

1. Buumanumw Kiauenra.

1.1. CornacHo cTaTHCTHKE, HAaHOOJIEE YACTO MONBITKH XHILEHHSs ICHEXHbBIX CPEJCTB OCYLIECTBIAIOTCS:

1.1.1. paboTHMKaMM, B TOM YHCJIE YBOJCHHBIMH, NMCIOIINMH WA UMEBIINMH JOCTYII K HOCUTEIAM KITIOUeH
3JIEKTPOHHON MOJIHUCH, a TaKKe A0CTyll K APM;

1.1.2. IT-cmeuuanucramu (IITATHBIMA M BHEIITATHBIMH), OKa3bIBAIOIIMMH (MM OKa3bIBABIIUMH paHee, B
T.4. OAHOKpATHO) paznuusbie [T-ycmyrn mo moanepikke, MOAKIIOUEHNIO K ceTH MHTepHeT, ycTaHOBKE, OOHOBJICHHUIO 1
MOJJIEPIKKE PA3IMYHBIX MporpamMm (OyXraaTepcKux, IpaBoBbIX, HHPOPMAIMOHHBIX U 1Ip.) Ha APM,;

1.1.3. MomeHHHMKaMH, C HCHOJIb30BaHUEeM ceTd VHTepHeT, myTéMm 3apaxenuss APM BK, ncmnonbs3oBanus
ysi3BUMoOcTel B OesomacHocTd APM M KOpHIOpaTMBHOI CeTH € MOCIEAYIOIIUM XHIEHWEeM depe3 ceTh MHTepHeT
3akpsiToro (cekperHoro) kmodva JI1, napons kmrova OI1.

1.2. Bo Bcex mnepeuncnenHsix B mm. 1.1.1 - 1.1.3 cnywasx, 3/I0yMBIIUICHHUKH, 3aBJIaJeB 3aKpPBITHIM
(cexpersbim) kimogoM OII u maponem xmoda D11 mnu myTem nepexsarta ynpasneHuss APM Kimenrta, HanpaBisioT ot
nMmeHn KimeHTta B BaHK 37€KTpOHHBIE pacueTHBIE NOKYMEHTHI Ul MEpPeBOja ACHEKHBIX CPEACTB co cueToB KimeHra
Pa3IMYHBIM (PU3UUECKUM H I0PUANIECKUM JIALAM.

1.3. bBaHk He ocymiecTBJsieT PacChLIKY YJEKTPOHHBIX MHCEM ¢ MPOCK00H mpucIaTs 3aKPBITHIA
(cexperHblii) ka104 11 u/unu napoas k kiawuy I n Hukoraa He 3anpamusaer y KiiueHros 3Ty uHopmanuio.

1.3.1. Paccpiika mporpamMM (WJIH CCBUTIOK Ha HHX) IO 3JICKTPOHHOW moute ais ycrtaHoBkH Ha APM Kimenra
MOXET OCYIIECTBIATHCS TOIBKO CIyk00H TexHuueckoi mopnepxku Kinmentos Cuctemsl «iBank» banka u Tombko 1o
IpeBapUTEIbHOM TOTOBOPEHHOCTH ¢ paboTHHKaMu KiHeHTOB.

1.3.2. He cnepyer BBIOJHATH yKa3aHWs, B ciydae moiydeHuss KIIMEHTOM MOJZOOHOIO «COMHUTENBEHOTOY
mUchbMa OT MMeHH baHka, copepikaiiero mporpaMMmy sl YCTaHOBKM HIIM 3allpoC Ha TPEAOCTaBICHHE 3aKpBITHIX
(cexpetnbix) kmoueit DI1 Kiuenra, maposneit k xitouy DI, ucnonb3dyemsix B Cucteme «iBanky». O mpousomieaiiem
HE00X0/IMMO He3aMEeUIUTEIBHO COOOIIUTE B CITyK0Y TexHH4Yeckoi noanepxku Kimenros Cucremsl «iBank» banka.

2. Mepbl no oGecnevyeHHI0 6€30MACHOCTH HOcHTe el ¢ 3aKphIThIMH (ceKpeTHbIME) Karouamu JII:

2.1. Jlas xpanenusi 3akpbIThbIX (cekpeTHbIX) KJwueid JII pa3pemiaercss HCHOJAb30BATh TOJIBKO
chbemMHble HocuTeau (auckersl, komnakT-aucku (CD/DVD), Flash-uakonurenu (¢mdiikn), crnennanbHble YCTpoicTBa
IUIsL XpaHeHUs KIo4Yeil 3NMeKTpoHHOH noxanwucu). Mcnonb3oBaHHE CHELHANBHBIX YCTPOMCTB IS XPaHCHUs KIIOYCH
3JIEKTPOHHOH MOJNHNCH SABJIIeTCS HanboJiee 6e30IacHBIM.

2.2.  Xpanauts mapy xiroueit D11 kaxmoro n3 YnoaaomodeHHBIX I Kimmenrta Ha otnenmsHoM HOK.

2.3. Xpauuts HIK B ycioBufiX, MCKJIIOHAIOUIUX T0CTYN K HUM Tperbux jul. J{ns xpanenus HOK
JIOJDKHBI  MCIOJIB30BAaThCSl HMHIWBHIyaJbHbIE HAJE)KHBIE METAJUIMYECKHE XpaHWiuma (ceddsl), 000pymOoBaHHbIC
Ha/Ie)KHBIMH 3aITUPAIOIIMMHU YCTPOHCTBAMH.

2.4. Vcnonp3oBaTh MeXaHUUYECKYIO OIOKMPOBKY (yHKImK 3anucu Ha HOK npu e€ nannunu.

25. MzBiaekars HOK mn3 APM (orkiawuars or APM) kaxablii pa3 mociie 3aBepuIeHHsI HX
ucnoab3zoanus. HOK nomwxuel HaxomuThest B APM (mogkmiouatbes k APM) TONBKO B MOMEHT MOANHCAHHS
JIOKYMEHTOB, gaxe eciu pabora B Cucreme «iBank» mpomomxaercs, HOK nomkHbl ObITh u3BIEeUeHB n3 APM
(otkimoueHsl o APM) cpa3y mociie OKOHYaHHS TOIIUCAHHS JTOKYMEHTOB.

2.6. TIlo 3aBepmenun ucnoab3oBanus Cucremsl «iBank» m3Biaexkats HOK w3 APM (oTkiao4ars oT
APM) 1 noMeiaTh UX NPH ITOM /Jisl XPAHEHUS] B COOTBETCTBHMH € YCJOBUSIMHU 1. 2.3.

2.7. He munepemaBats 3akpbiTbie (cexkpernble) kaoun DIl m HIK komy-imbo, B Tom umcre IT-
CHelUaIncTaM, Uil TpoBepku paboTel Cucrembl «iBank», HacTpoek B3ammopedcTtBus ¢ banmkom u T.1. [lpm
HEOOXOJUMOCTH TaKHX MPOBEPOK Biajeiel] 3akphIToro (cekperHoro) kimroda OI1 o6s3an mogkmoyate HOK k APM
JIMYHO.

2.8. 3ampemaercs:

2.8.1. Xpauutb 3akpseiTbie (cekperHblie) Kiaoun I Ha KECTKHX WU ceTeBbIX Auckax APM.

2.8.2.  OcraBasrth (naxe Ha MuHuMaiabHoe Bpemsi) HIK ycranoBiaeHHbiMu B APM (1OIKITIOYSHHBIMH K
APM), eciii OHM He HCIOJIb3YIOTCS.

2.8.3. Xpamurp HOK B cBoOogHOM ocTyme (HampuMmep, Ha CTOJIE) B TOT MOMEHT, KOrJa OHH He
HAXOMSITCSI B 30HE «MPSMOIl BHAUMOCTH». B ciydyae HE0OXOJMMOCTH OTIYYHMTBCS OT Pabodero Mecra cliexyeT
noMectuts HOK B 3amuiménHoe MecTo B COOTBETCTBHHU C YCIOBUSMH 1. 2.3.

2.8.4. CHumaTb HecaHKIHOHHpPOBaHHbIe kKomuu ¢ HIK.

2.8.5. IepemaBate HOK aunam, He nonyueHHbiM K padore ¢ HOK.

2.8.6. Moaxmouars HIK k koMnbloTepam He siBasiiommumucs APM.



2.8.7. BwiBonuth 3akpbiThie (cekperHble) kaoun Il Ha aucmiell (MOHMTOpP) KOMIBIOTEpPa WJIH
TIPUHTeEP.

2.8.8. Hcnoas3oBats HIK i1 BhINOIHEHHS] KAKHX-JIH00 HHBIX GYHKIMI He CBSI3AHHBIX ¢ PadoToil B
Cucreme «iBank».

2.8.9. Xpanutrp Ha HIK kakyio au6o mHyo mHpopmanuio KpoMe 3aKpBITHIX (CEKPETHBIX) KJIIOYeii
IIl.

2.9. OrmpenenuTs W yTBEpAWTH MOPSAOK ydeTa, XpaHEHHS M wucmois3oBanmsi HOK, koToperii momkeH
MOJTHOCTHIO MCKJIFOYaTh BO3MOXKHOCTh HECAHKIIMOHUPOBAaHHOTO focTyna Kk HOK.

2.10. PexomeHmyeTcsi BBINIONHATH KOMIUIEKC OPTaHU3AIMOHHBIX  MEPONPHATHH IO  OOECIIEYCHUIO
MH()OpMAIMOHHON 0€30MacCHOCTH B COOTBETCTBHM C TEXHHUYECKOH JOKyMEHTAIMell Ha HCIIOIb3YyeMOE CpPEACTBO
KpHNTOTpa(hUUECKOH 3aIUThl HH(OPMAIUN U CIICLYIOMIMMI HOPMAaTHBHBIMH JJOKyMEHTaMHU .

2.10.1. TIpukaz PAIICU ot 13.06.2001 N 152 "OO6 yrBepxknenun HWHcTpykuunm o0 opraHu3anuu |
obecrieueHNH 0E30MACHOCTH XpaHEHMs, OOpadOTKM W MepeAadyd II0 KaHalaM CBS3M C HCIIOJIb30BAaHHEM CPEICTB
KpUNTOrpaduuecKoi 3almThl HHPOPMAIMK C OrPaHHUYCHHBIM JIOCTYIIOM, HE CO/AEpIKallell CBeJEeHHH, COCTABIISIONINX
ToCy/IapCTBEHHYIO TaliHy"

2.10.2. TIpuka3z ®CB P®D ot 09.02.2005 N 66 "O6 yrBepxnenuu [lomoxenus o pa3paboTke, MPOU3BOJICTBE,
peanuzalyy ¥ SKCIUTyaTaluy Mu(ppoBaJIbHBIX (KpunTorpadudeckux) cpeacts 3amutsl nHGopmanuu (ITonoxenune [1K3-
2005)".

2.11. HVckmounTh TOCTYII HOCTOPOHHUX JIUI] B TOMEIICHUS ¢ KITHEHTCKUM APM.

3. Ofecneunth 0e3omacHocTh mnapojsi K 3akpbiTomy (cexkperHomy) kiaouy OII  Kamenra
ucnojb3zyemomy B Cucreme «iBank»:

3.1. He nHa3HayaTh mnapojb, ucnoab3dyemblii B Cucreme «iBank», B J100bIX ApPyrux cucreMax u
cepBHCax.

3.2. He coobdmars mapoJb, HcHoJb3yemblii B Cucreme «iBank», komy-1m6o, B Tom uymcine IT-
CIeLUAINCTaM JJIsl POBEPKU pabOoThl CHCTEMBI, HACTPOEK B3anmoeicTBus ¢ bankom u ap. [Ipu HEOOXOAUMOCTH TaKHX
MPOBEPOK Biazaeneln 3akpbiToro (cekperHoro) kimoua OII o0s3aH mu4HO BBOAMTH Maposb K kiatody Ol B Cuctemy
«iBanky.

3.2.1. TpebGoBaHHMs K MapOJIIO:

3.2.1.1. Jlnuna napois N0JDKHA ObITh HE MEHEe BOCBMH CHMBOJIOB, COCTOSIIMX M3 KOMOHMHAIIMU Pa3IMYHBIX
TPYIII CHMBOJIOB: OyKB BEPXHETO U HIKHETO PETUCTPOB JIATHHCKOTO andaBuTa, udp, cnennaabHbIX CHMBOJIOB, 3HAKOB
NpeNYHAHUS W MHKTYyalud, apu(METHYECKHX ollepanuy (ecId WX HCIIONIb30BaHHWE B IapoJie SBHO HE 3aIPeIleHO
HacTtpoiikamu APM).

3.2.1.2. HeoGxoxumo BEIOHpATh TPYAHO ITOAOMPACMEBIE MTAPOIIH.

3.2.1.3. TIpwm BeIOOpe mapoiieii He TOJKHA UCIOIH30BATHC KaKas-THOO «CHCTEMay: HOBBIM Mapoih HE MOJDKECH
OBITh IPOrHO3UPYEMBIM Ha OCHOBE 3HAaHHMI O MPEIBIAYIIUX MTAPOJISX, 1aTaX UX CMEHBI U T.1.

3.2.1.4. Tlpu BbIOOpE MapOJIs 3anpeiaeTcs:

3.2.1.4.1. Hcnonb30BaTh MyCThIC MAPOJIH.

3.2.1.4.2. TIoBTOpHO HCHOJB30BaTh CTapble maposu. HoBbIl Mapons HE NODKEH COBMAJaTh HU C OJHHM W3
npeabIayux naposeil. HoBblil maposib JOIDKEH OTIIMYAThCS OT NPEABIIYIIEro He MEHee YeM B 4eThIPEX CUMBOJIaX.

3.2.1.4.3. Hcnonb30BaTh B KA4eCTBE MApOJIsl MOCICIOBATEIBHOCTh CHMBOJIOB, COCTOSIIMX M3 OJHHX IHdp.
Hamnpumep, «12349876», «03826495».

3.2.1.4.4. Vcnonp3oBaTh B KauecTBE Mapoisl HAyIIHE TOAPsSA (PacmoiOKEeHHBIE PSIOM) B pacKIaiKe
knaBuatypsl cuMBobl. Hanpumep, «QWERTY Uy, «qazxswEDC», «qazwsxedcy.

3.2.1.4.5. Hcnonb30BaTh B KaueCTBE Mapoist OYKBHI, pAaCIOIOKEHHBIEC B TIPSIMOM U B 00paTHOM andaBUTHOM
Mopsiike, B TOM 4mcie HaOpaHHBIE Ha peructpe apyroro s3eika. Hampumep: « CDEFGHI)» (unyniie moapsin OyKBBI
nmaruHcKoro andasuta), «zyxwVUTS» (OykBeI nmatuHCKOTO andaBuTa B oOpatHOM mopsnke), «f,dult’;», (adBrmeéx —
UAyIIMe MoApsi OYKBBI PyCCKOTO ajdaBuTa, HaOpaHHbIE Ha JIATHHCKOM packiiafike KJIaBHATypHI).

3.2.1.4.6. Hcrnosnp30BaTh B KauecTBE Mapojisi OCMBICICHHBIE ClioBa (JIIOOOTO SI3bIKA), CIICHTOBBIE BBIPAKECHHS
WX 0o0UIeyNoTpeOUTENbHbIE COKpAIIeHUs,, UMEHa COOCTBEHHbIE (Ha3BaHMA, MMEHa W (aMWInM), B TOM YHCIIE
HaOpaHHBIE Ha PErHCTPE JPYroro si3blKa WM Ipeodpa3oBaHHble TpaHcauTepauend. Hanpumep, «grapefruity (rpeitndpyr
(anrn.)), «Churchilly (Uepumuib (anri.)), «Zelenograd» (3eneHorpan), «adminy» (CI€HrOBOE BhIpaXKEHUE, COKpAILICHHOE
ot «administrator»), «cbentvy (cucrema), «svetofor» (cBetodop).

3.2.1.4.7. Bxmoyarte B Tapoib IOCIEAOBATEIHLHOCTH W3 YeTHIpeX W 0OoJiee TOBTOPSIOIIUXCS CHMBOJIOB.
Hanpuwmep, «qqqqqqqq», «ad111111» wim «ZZZZaaaa».

3.2.1.4.8. Bxirouyars B Hapoiib acCOIMUPYEMYIO ¢ mosb3oBaresieM Wi APM mHdopmannio, KOTOpYyrO JIETKO
y3Hate: ®.J.O. corpynHuka wWiM ero OMmKalIIMX pPOJCTBEHHMKOB, MapKy aBTOMOOWIIS, KIMYKY JOMAllHEro
JKMBOTHOTO, Ha3BaHne APM B JlokanbpHOW ceTH, Ha3BaHMe cepBepa W T.1. Hampumep, «dmitry666» (ecnm ums
corpyaauka - Jmurpuii), « THBPass» (eciu mapob — K yueTHo# 3amucu uis goctyna B Cucremy «iBanky).

4. Jas APM, HeoOX0auMO:

4.1. TlpuMeHATH AJis1 pa0OThI JTULEH3HOHHOE IPOrPaMMHOe o0ecnieyeHue.

4.2. Hcnoab30BaTh ONEPALUOHHYIO CHCTEMY, MOAIEP:KUBAEMYIO IIPOU3BOANTEIEM.

4.3. PexomeHayercsi HCIOJIL30BAaTh TOJbKO NOC/JIeIHHE BepcHu Gpay3epa (IIporpaMMHOIo odecreyeHus
IS IpocMOTpa Bed-caiiToB). PeryiasipHo (He pelke YeM e:KeJHEBHO) B aBTOMATHYECKOM pe;KHMe NMPOU3BOAUTH
o0HOBJIeHHe Opay3epa.

2



4.4. TlpuMeHSITH TULEH3UOHHOE cpeacTBO 3amuThl oT BK nim 3amurnoe I10.

4.4.1. TIpuMeHATb NOCJIEAHUE BEPCHH JIMIIEH3MOHHOTO cpeacTBa 3amuThl oT BK win 3ammTrOTO I10.

4.4.2. ObGecrnieunBaTh peryjsipHOe OOHOBJIEHHE B aBTOMAaTH4YeCKOM pexume 0a3 panHeix BK, mo mepe nx
pa3merteHus (0OHOBIIEHHS) pa3paboTYMKaMK CpeACTB 3auThl 0T BK, HO He pexxe yeM exeIHEBHO.

4.4.3. OOecrnieunBaTh PETYJISAPHBIA B aBTOMaTHYECKOM PEXHMeE exeTHEeBHbIH moyHblii KoHtpons APM Ha
Hannuue BK.

4.44. PexomeHgyeTcsl WHCIONB30BaTh cpeacrtBa 3amurTel or BK wmmm 3amurHoe IO  cnemyrommix
npomsBomuteneii: Kaspersky, Dr.Web, Eset Nod32.

4.5. OO0ecneynTh peryasipHyio (He peike 4eM eKeIHEeBHO) B ABTOMATHYECKOM peKUMe 3arpy3Ky H
YCTAHOBKY O0OHOBJIeHM 0€30I1aCHOCTH ONePALIUOHHOM CHCTEMBI.

4.6. MHcka0uuTh 3arpy3kKy M YCTAHOBKY HEJIHLEH3HOHHOIO MpPOrpaMMHOro odecmevyeHusi. B
ocodennoctu I1O, 3arpy:keHHOro ¢ HeM3BeCTHBIX caliToB ceTn UHTepHeT.

4.7. OcymecTBasaTh npoBepky Ha Hannune BK nocpencrBom cpeacts 3ammurel ot BK ;110661X daiiaos n
NMpOrpaMM, 3arpy’kaeMbIX M3 ceTH VIHTEepHEeT, MOJYYeHHBIX MO 3JEKTPOHHOW IOYTE WJIM Ha BHEIIHMX HOCHUTENSX
(mucketsl, Flash-nakonuresnu (¢pmuiku), CD/DVD u 1.11.).

4.8. PexoMeHayeTcss BKJIIOYHTh aBTOMAaTHYeCKOE OOHOBJICHHME W HCIOJIB30BAaTh IIOCICIHIOID BEPCHIO
BUPTYaJIbHOH Java-mMarimHsl.

4.9. HcxaounTs goctyn kK APM nmepconasia, He HMe0ero oTHoueHusi k padore ¢ Cucremoii «iBank».

4.10. He nonmyckathb padoTy moJsn3oBatesneii ¢ Cucremoii «iBank» moa yuérHoii 3anucbio onepaunoHHoI
CHCTeMbl, MMelolIeil MpaBa aIMUHUCTPAaTOPa. Vcronp30BaTh yIETHYIO 3aIIUCh C OTPAHUYCHHBIMH IIPAaBaMH.

4.11. OrpaHuYMTb JIOKATBHBIMH (WJIM [TOMEHHBIMH) MOIWTHKaMH Ha APM cHHCOK moJib30BaTeneii,
HMeOIIMX NPAB0 BX0/1a B ONEePALUOHHYIO CHCTEMY.

4.12. Bce yuyeTHBbI€ 3anHcH MoJib30BaTeneii APM 101:KHBI OBITH 3aIIUIIEHBI MAPOJIEM.

4.12.1. CrneayeT OCYIIECTBIIATh MEPUOAMYCCKYIO CMECHY mapoieii (He pexe 1 pasa B Mecs).

4.12.2. OrpaHuuuTh KOJMYECTBO HEYJTAUHBIX IMOIMBITOK BXOJa B CHCTEMY. PekoMeHIyeTcs: OJIOKUPOBATh BXOJ
MoCJIe TPeX HeYJauHBIX MOTBITOK.

4.12.3. YcraHaBIUBAaTh NapOJH B COOTBETCTBUHU C TPEOOBAHUSIMHU, YCTAHOBJICHHBIMHU 11. 3.2.1.

4.13. BbaokupoBaTh cereBoii noctynm kK APM (B ToM uuncne 3amperuTh J{ucTaHnMoOHHOE yNpaBiieHHe
padouynM CcTOJIOM, YaJeHHbIH NMOMOUIHUK) C JPYrUx pabOuYMX CTAHIHWIl JOKATbHOW CETH W W3 BHEIIHHX CeTei,
BKJIIO4ast ceTh MHTEpHET.

4.14. 3anpeTuTh HUCHOJb30BaHUE JIOOBIX CPEACTB YJAJEHHOr0 (AMCTAHIHOHHOIO) JOCTYNa, KOTOPHIC
00bI9HO HcTionb3yeTes IT-cnennaniucramMu 11 yaanéHHON (IUCTAaHIIMOHHON) MOANEPKKH.

4.15. T1oTHOCTBIO 3aMPETUTH Bee (BXOMAIINE U MUCXOISIINE) cOeNMHeHHUs ¢ ceThi0 UHTepHeT, pa3pemns
pocTyn Toabko K IP-aapecam caiitoB Cucrembl «iBank» banka.

4.16. Paspeumts ceTeBoe B3aumoelicTeue APM ToJbKO ¢ HCOOXOAUMBIM JOBEPEHHBIM HepedneM [P-anpecos
B JIoKanbHOU cetn Kinnenra.

4.17. Jlns BeimonaHeHust TpeboBanmit mm 4.13 — 4.15 pekoMeHmyeTcs MNPUMEHEHUE JIAICH3UOHHOTO
MEePCOHAJIBHOIO MEXKCETEBOr0 AKpaHa (MIPOrpaMMHOTO W/MJIH allapaTHOro).

4.18. Ilpu HanMyMM TEXHUYECKOH BO3MOXKHOCTH NOAKIIOUEHHs padoueil craHuuu K ceth VIHTEpHeT co
cratudeckoro IP-anpeca, monats 3asBky B baHk 11 moaximtodeHns GYHKIUHN paspelieHus nocryna KnmeHra Toibko ¢
¢uxcupoBanHOTO cTaTHdeckoro IP-anapeca u ncnosnpzoBath npu padore B Cucreme «iBanky pexum IP-punsrpanmu.

4.19. Ha APM nomxHa OBITh YCTaHOBJIEHA TOJBKO OJIHA OTIEPAIIOHHAs CUCTEMA.

4.20. 3ampertuth ucmonb3oBath APM B myONMYHBIX (TIPOBOIHBIX/OECIIPOBOIHBIX) CETAX, MPEIOCTABISIONIINX
JOCTYN K ceTd VIHTepHeT, sl UCKIIIOUEHHS] 3HAUYUTEIBHOTO ITOBBIILICHNSI PUCKa KOMIPOMETAIMH UMEHH I0Ib30BaTeIs
(;roruna) 1 mapours, ucnoib3yeMbix B Cucreme «iBanky, cexpernsrx kmoueir ACIT Kimenra.

4.21. 3amperuts ycraHaBmuBaTh HAa APM cpenctsa paspadotku [10 u otnamgunku [10.

4.22. TlpuHATH MEpBIL, PENATCTBYIOLINE HECAHKIIHOHUPOBAHHOMY BCKPBITHIO CUCTEMHOTO 0J10ka APM.

4.23. OrpaHnyuTh MUHHUMAJILHO HEOOXOIUMBIMH MPaBaMH JOCTYII Ha 3alKch K (aitnoBbiM pecypcam APM.

4.24. 3anperuth noib3oBarensiM APM 3amyck Bcex NpPUIIOKEHHH, KpOME HNPUIIOKEHUH, HEOOXOIUMBIX JIst
paboter CucteMbl «iBanky.

4.25. 3anperuth noxakiatouaTb kK APM BHemHue ycTpoicTBa, B TOM YHCJIE HOCUTENH HH(GOpPMAIMH, HE
00YyCIIOBJICHHBIE TPOM3BOACTBEHHON HEOOXOJMMOCTBIO.

4.26. 3ampemaercs ocTaBisATh 0e3 kKoHTposss APM. [Ipu kpaTkoOBpeMEHHOM OTCYTCTBUH CIIeyeT OJIOKMPOBAaTh
pabouee MECTO cpeJicTBaMU ONEPaMOHHOM CHCTEMBI.

4.27. Paspemmtdb 11 APM 3arpy3Ky TOJIBKO C HOCHTEINS, HA KOTOPOM YCT@HOBJIEHA OIEpallMOHHAs CHCTEMA.
OTKJIIOUUTD 3arpy3Ky € IpyTruX HOCHTeNeH (¢ THOKOro JUcKa, IPUBOJIa ONTHYECKHUX TUCKOB, 3arPYy3KY 10 CETH, 3arpy3Ky
€O ChEMHBIX HOCHUTEJEH U T.11.).

4.28. OTKIIOYNUTH YYETHYIO 3aIUCh 1jIst rocTeBoro Bxoma (I'octs, Guest).

4.29. 3anpeTuTh PEXKHUM aBTOMATHYECKOTO BXOJa I0JIb30BaTelNsl O3 BBOJA MapoJisi B ONEPAIIOHHYIO CUCTEMY
I ee 3arpysKe.

4.30. 3anpeTuTh pEKUM OTOOPa)KEHHsI OKHA BCEX 3aperucTpupoBaHHbIX Ha APM monb3oBateseil 1 ObicTpoe
NEPEKIIIOUEHUE TI0Ib30BATENIEH.



4.31. Hcronb3oBaTh INTAaTHbIE BO3MOXHOCTH OINEPALMOHHOM cucteMbl it 3amuTtel o BK m
HECAaHKIIMOHUPOBAHHOTO JOCTyna. B 3aBUCHMOCTH OT HCHOJB3yeMOW OIEpalMOHHONH CHUCTEMbI, 3aJeHCTBOBATH
CJIe/IyIOLIE BCTPOCHHBIE MEXaHU3MBI 3AIUTHI (IIPH HAJIMYHMHN):

4.31.1. KoHTposnb YyYeTHBIX 3alucCell — MEXaHW3M, YIPOLIAONIMH HMCHOJIb30BAHUE YUYETHBIX 3amuceil, He
o0aiatomuX aMHUHUCTPATUBHBIMU ITPUBUIIETUSIMH;

4.31.2. Bpanamaysp — BCTPOCHHBIH MEXCETEBOH IKpaH;

4.31.3. Hcnonn3oBanune Texnomoruu AppLocker;

4.31.4. 3amwutauk Windows — ciry:x6a 3ammTsl oT mmroHcKoro [10;

4.315. CpexnctBo ynajeHUs BpeIOHOCHBIX IPOTPaMM.

5. Hcmonmp30Bath CleAyIomue Mepsl o0ecTiedeHns: 0€30IacHOCTH IpH paboTe ¢ SIEKTPOHHON MOYTOH !

5.1. 3amperuTs OTKpHIBATH MUCHMAa W TPHKPEIUIEHHBIE K HAM (Daiylbl, MONyYeHHBIE OT HEM3BECTHBIX
OTHpaBUTEJICH, TEPEXOAUTH MO COAEPHKALIMMCS B TAKUX MHChMax CChUIKAM.

5.2. Jlng cooOWIeHWi 3JEKTPOHHOHW IOYTHI, HCHONB3ys cpencrBa 3ammrtsl oT BK wmmm 3amurnoe I10,
OCYLIECTBIISITh UCKIJIIOYEHHE M3 MH(POPMAIIMOHHOTO T0TOKa COOOIIEHHH, KOTOphIe MMEIOT Npu3Haku Hamnmuus BK, wnu
NPUOCTAHOBJIEHHE WX OO0paOOTKH (IIOMEIIEHWE TAaKUX COOOLICHUH B KapaHTHH) C BbIJayeldl COOTBETCTBYIOLIETO
YBEIOMIICHHS.

6. Pexomennmyercs:

6.1. Opranmosats APM, npeaHazHaueHHOE UCKIIIOYUTENBHO T padoTel ¢ CucteMoit «iBank» banka.

6.2. OcymecTBIATh OOCTYI K padoTe B Cructeme «iBank» ynomromouennsix mun Kimenra ¢ pasasix APM.

6.3. IloaroToBUTH, YTBEPAWTH W MPOBOAWTH PETYISPHOE TECTHPOBAHHWE NPOLEAYpP pEarupoBaHUs Ha
WHIUICHTH HHPOPMAMOHHOH Oe3omacHoCcTH, Ipu padbote B Cructeme «iBanky.

7. TlpuHMMATH TOBBILIIEHHBIE Mepbl MO oOecmedeHHI0 oTcyTcTBUs BK (kak MuHIMYM, mpoBepsTh
pabortocnocobHocTh cpenctB 3amuthl oT BK u akryampHOCTh 6a3 maHHBIX BK, a Takxke ocymiecTBIATH ITOTHBIH
Kontpons APM Ha Hanuure BK) B ciieayonux ciaydasix:

7.1. Ilpum yBoabHenuu mratHoro IT-cnmenmanucra (CHCTEMHOTro aJMHHHCTPATOPa), OCYLIECTBIISBIIETIO
obcmyxkuBanue APM.

7.2. Tlocae a100bIX JelcTBHii BHeMTATHBIX |T-cmenmMajucTOB Wi JIIOOBIX JOPYIMX COTPYIHHKOB,
BBITIOJIHSBIINX JII0OBIE onepaiu Ha APM (Hanpumep, perieHne Kakux-1u0o npodiieM, NoAKIoueHrne kK cetn MHTepHer,
YCTaHOBKa, OOHOBJICHUE M TOJAJEPIKKE PAa3IMYHBIX OYXraJTepCKUX, MPABOBBIX, HHMOPMAIIMOHHBIX M Jp. MPOTPaMM U
T.IL).

8. Ilnan peiicTBuii B ciayyae oOHapy:keHHU (aKTa HeCAHKLUHOHUPOBAHHOr0 KimeHnToMm cnucanusi co
cyeTa(-0B) IeHEKHBIX CPe/ICTB.

8.1. [Ilpm oOHapyxeHHH (paKTa HECAHKIIMOHHPOBAaHHOTO KIIMEHTOM CHHUCaHUS cO cdeTa(-OB) ICHEKHBIX
cpencts, Knnenr o6s13aH HeMeUIeHHO:

8.1.1. e BeIKII0O9aTh APM(-BI) ¢ KOTOpOTO(-BIX) BBITIONHSETCS paboTa B Cucteme «iBanky;

8.1.2. ¢usmuecku orkarounth APM(-b1) 0oT cetn WHTepHET (OTKIIOYHMTH COCHAHHUTENBHBIA HPOBOA K
YCTPOHCTBY IOCPEICTBOM KOTOPOTO OCYLIECTBISETCA HOCTYH B CeThb VHTepHET MM B cly4ae €ciIM JOCTyIl
OCYILECTBIISIETCS TOCPEICTBOM O0OPYAOBAHHS PACIIONOKEHHOTO B JIOKATBHOI CETH, OT JOKAIBbHOM CETH);

8.1.3.  cooOumuTh 0 npousome/eM B baHk;

8.1.4. cooOmuUTh O MPOU3OLIE/IIEM B IIPABOOXPAHUTEIIbHBIE OPIaHbl;

9. Tpe6oBanus no 3ammure HHGOPMAIUH OT HECAHKIMOHHMPOBAHHOIO I0CTYNA MyTeM HCMOJIb30BAHMS
J0kHBIX (panbcupuuupoBaHHbIX) pecypcoB cetu UHTepHeT.

9.1. J[lns Bxona B Cucremy «iBank» cienyer HaOpath B ajpecHoii cTpoke Opay3epa: https://ibank.thbank.ru

9.2. TIlpexzae yeM BBECTH MM MOJB30BaTENs (JIOTHH) M ITApPOJh, HCIOIb3yeMble B Cucteme «iBanky, eme pa3s
BHHMAaTEJIbHO MPOBEPUTH B aJIPECHOM CTpoKe Opay3epa ajapec caiita - https://ibank.thbank.ru.

10. Pexomenmanun mo 3auure APM oT HeCAHKIHOHUPOBAHHOTO AOCTYMA.

10.1. [ 3amutel APM OT HecaHKIIMOHMPOBAHHOTO ocTyna Ha APM ycTaHOBUTB NPOrpaMMHO-aNapaTHbIi
KOMIUIEKC 3alUThl OT HECAHKI[HOHUPOBAHHOT'O IOCTYIIA.

10.2. CdopmupoBaTh ¢ IOMOIIHI0 KOMIUIEKCA 3aIMUTHI OT HECAHKIHOHUPOBAHHOTO JOCTYIA (PYHKIHOHAIBLHO
3aMKHYTYIO Cpefy, 00eclIeunBaloNIyl0 KOHTpoJb neiaocTHOcTH I10 u nomyckaromyro paboTy HoJb30BaTeNeil CTPOro B
paMKax, peJoCTaBIIeMbIX UM BO3MOXKHOCTEH U MOJTHOMOYHIA.

11. TlepuoamyuecKu KOHTPOIUPOBATH HEU3MEHHOCTH (I[EIOCTHOCTH) (PaiiioB UCTIONB3YyeMbIX it pabotsl CK3U
«KpunTto-KOM 3.4y, Bxonsmero B coctaB Cructemsl «iBank» u ¢paiiioB ero cpesl HCTIOTHEHHS.

11.1. [yns KOHTpOJISI HEM3MEHHOCTH (DaiiyioB ncross3yeTcs yrminTa rush.exe, pa3menieHHas Ha caiite banka B
ceru UuTeprer https://ibank.thbank.ru.

11.2. KoHTposibHBIE CYMMBI, BBIYHMCIEHHBIE YTHJIMTOW rush.exe sl KOHTpOJMpYEMBIX (aiiioB, cieayer
CPaBHHBATh C ITAJOHHBIMHU.

11.3. [Jus xontponst HemamenHocT (aitnoB cpeapl ucnonnenus CK3U «Kpunto-KOM 3.4» Heobxoaumo
chopMupoBaTh CIUCOK (ailyIoB Ui KOHTPOJISL LENOCTHOCTH M PACCYMTATh 3HAYCHUs] MX KOHTPOJBHBIX CyMM. [lpu
Ka&)XJJOM OOHOBJICHHUH OINEPAl[HIOHHOW CHCTEMBbI ClIelyeT OOHOBHUTH CIMCOK (ailyioB AJsi KOHTPOJIS IEJIOCTHOCTH M
CKOPPEKTHPOBATh 3HAYCHUS UX KOHTPOJBHBIX CYMM.

11.4. B «MucTtpykumu mo koHTpoiio nenoctHoctd CK3U «Kpunro-KOM 3.4» u ero cpeabl MCHONTHEHUS,
pa3mereHHoit Ha caiite banka B cetn MaTepHeT https://ibank.thbank.ru, cogep>xutcst nHbOpMaIHs:



https://ibank.thbank.ru/

e 0 (hopmarax 3amycka yTHIIMTHI rush.exe B pe)kuMe BBIYUCICHUSI KOHTPOJIBHBIX CYMM M B PEKHME KOHTPOJIS
LEIOCTHOCTH (paiiiios,;

e 0 cocraBe (ailnoB cpeasl ucnoiHeHus s nognepxuBaeMbix CK3M «Kpunto-KOM 3.4» onepanioHHBIX
CHCTEM, HEU3MEHHOCTb KOTOPBIX CIEAYET KOHTPOJIUPOBATH;

e 00 JTAJOHHBIX 3HAYEHHSAX KOHTPONBHBIX cyMM @ainoB CK3U «Kpunto-KOM 3.4», HEM3MEHHOCTb
KOTOPBIX CIIEyeT KOHTPOJINPOBATE.



